AIKHFOPIKOZ ZYAAOIOz AOGHNQN
Akadnpiag 60 - T.K. 10679
TnA.: 210-3398206

ANAPTHTEA ZTO AIAAIKTYO

Abnva, 15/ 03 /2016

Ap. mpwt: 2793

AIAKHPYZH MPOXEIPOY MEIOAOTIKOY AIArQNIZMOY

ANO®AZH

«MPOMHOEIA KAI ETKATAZTAZH AOFZMIKOY NPOZTAZIAZ ANTIVIRUS ZE 12 SERVERS KAl 170 2TAOMOYZ EPTAZIAZ
TOY NAHPO®OPIAKOY 2YZTHMATOZ TOY AZA TlA AYO ETH »

FENIKA XAPAKTHPIZTIKA AIATONIZMOY

MpOXELPOC SLAYWVIOUOG HE KPLTHPLO KATOKUPWONG
EiSog Slaywviopou:
™V XaUnAGTEPN TIUR, 0TO GUVOAO TG MPounBeLag.

lpadeia AZA, 066¢ Akadnuiag apt8.60- TK 10679
Tomog kataBeong npoodopwy:
ABrva (TpApo NpwtokéAlou 2°° dpodoc).

KataAnktikr nuepopnvia kot wpa urtoBoAng | 29 /3 /2016, nuépa Tpitn, wpa 12 To HECNUEPL

npoodopwv:

lpadeia AZA, 066¢ Akadnuiacg aptB.60- TK 10679
Tomog kol Xpovog SlevépyeLog Tou
Abnva (aibouca TAKH NAMMA)
SlaywviouoL- anocdpdylon npoodopwv:
29 /3 /2016, nuépa Tpitn wpa 13 To pecnUEépL.

MpounBeLa Kal eykotdotacn AOYLoULKOU

npootaciag antivirus yla 12 servers kot 170
Avtike{pevo:
otaBuoug epyaciag tou mAnpodoplakou

CUOTHAMOTOG Tou AZA, TpounBsLa Kol eykataotaon




€vOG Véou virtual server og duaLkO pnxdavnuo tou
AZA, KaBwe Kal TpounBeLa Kal eyKataoTaon
KEVIPLKAG KOVoOAag og VEo virtual server (antivirus

server).

Oktw XALabeg (8.000) supw.
MpoUmnoloyloBeioa damavn xwpic OMNA:

MpolUmoloyloBeioca damavn pe Evvéa xtALadeg oktakoaola capavta (9.840) supw.

ONA 23%:

Evevrvta (90) nuépeg amod TNV EMOUEVN TNG
Aldpkela LoxUog mTPoohopwv:
Slevépyelag Tou Slaywviopou.

O Awknyoptkdg ZUAoyog ABnvwv (AZA), adou €haBe umOYn Tou: TOV KOVOVIOUO TiponBewwv Tou, Thv amo 24/2/2016

anodaon Tou AlolkntikoU ZUpPBouAiou KOl TIG AVAYKEC TNG UTINPECLOC

MPOKHPYZZEI

MPOXEPO SLAYWVLIOUO, UE YPATITEG 0bPAYLOUEVEC TIPOODOPEG UE KPLTAPLO KATOKUPWONG TN XAUNAOTEPN TLUA, yLa TO
oUVOAO NG MpopnBelag, yla TNV avadelen HelodOTn ylo TNV TPOUNBOELA KAl EYKATAOTOCN AOYLOULIKOU TTPOOTACLOG

antivirus ywa 12 servers kat 170 otaBpoug epyaciag tou mAnpodopLlakol cuoTAHATOG Tou AZA yia SU0 £1n.

NPOYNOAOrIZMO3

H ouvoAikn mpoUmoAoyllopevn Samavn Tou avwTEPW £PYOU AVEPXETAL OTO MOCO TWV OKTW XALadwv (8.000) supw,
un oupnephapBavopévou tou avaioyouviog 23% OMA kol 0To Mood Twv eVVEA XIAASWV OKTAKOOLWV ocopavta

9.840) supw. cupmeptdapBavopgvou tou ONA (23%).
( ) evp ureptlapBavop (23%)



YNOBOAH NPOIMOPON

‘Ocol emBupolv va AdBouv pépog oto Slaywviopd prmopolv va urtoBaAlouv poodopEg, cUudPwva Pe Ta opLlopeva
otnv napovoa Slaknpuén to apydtepo PéxpL T 23/3/2016, nuépa Tetdptn Kol wpa 12 To peonuépl ota ypadeio Tou
AZA, 066¢ Akadnuiac ap. 60 - TK 10679 ABrAva (TurAua MpwtokdAhou 2° 6podog).

MNpoodopég ou Ba katateBouv PETA TV TapAAvVW NUEPOUNVia Kat wpa, Aoyilovtal wg ekmpoBeoueg, anoppintovral
WG anapadekteg Kot emotpédovral. Ol CUUUETEXOVTEG UTIOXPEOUVTAL va UTtoBAaAAouV Tipoodopd yla To cUVOAO Tou
Slaywviopou. Ag yivovtal SeKTEG Kal amopplmtovTal we anapadekteg, mpoodopES ou umoBAAAovTal ylo HEPOG HOVO

Tou Slaywviopou. H katakUpwon Ba yivel, He KpLTAPLO TRV XAUNAOTEPN TLUA YLa TO GUVOAO TG PO OeLoc.

ANTIKEIMENO TOY EPITOY

H mapoloa Stakrpuén adopd otnv mpounBeLa Kal EyKoTAoTaon eVog VEou virtual server og ¢puatkd pnxavnua tou AZA,
OTNV TIPOUNBOELd KOl €YKATAOTAON KEVIPLKNG KOVoOAaGg oe véo virtual server (antivirus server), kaBwg Kot
OTIEYKATAOTACN TOU TaAALloU mPoidvTog antivirus Kal €yKATAOTACN TOU VEOU OTOUG otaduolg epyaciog Kal oTtoug
servers. OL TeXVIKEG podLaypadEg Tou Aoylopikol  KaBopilovtal oTtov TivaKa Tou Tapaptipatog B, mou amoteAel

KOl QVATIOCTIOOTO PEPOG TNG Ttapoloag Slaknpuénc.

AvamoomnaoTo UEPOG TNG MAPOoUCAC AMOTEAOUV:

MNAPAPTHMA A: TENIKOI OPOI AIATQNIZMOY

MNAPAPTHMA B : TEXNIKEZ MPOAIATPADEZ

MNAPAPTHMAT : OIKONOMIKH NMPOZ®OPA

O Staywviopog Ba Sie€ayBel pe Baon Toug 6PoUC TNG Mapouoag SLaknpuéng, OMwWC autol avalvovtol ota
MNapaptripata A, B kat I autrg kat T Statd&elg tou Kavoviopou MpounBewwv tou AZA mou eival avoptnuévog oTnv

nAektpovikr SievBuvon: http://www.diavoulefsi.gr/sxedionomou/KANONISMOSPROMITHEION,o onoiog amoteAei

OVAOOTIA0TO UEPOC TNG Ttapoloag Staknpuéne. H Staknpuén auth Ba avaptnBel otnv enionun wotooeAida tou AZA

(www.dsa.gr).

O NPOEAPOZ TOY AZA

BAZINHZ E. AAEZEANAPH2


http://www.diavoulefsi.gr/sxedionomou/KANONISMOSPROMITHEION
http://www.dsa.gr/

NAPAPTHMA A

FENIKOI OPOI AIATQNIZMOY

1. Awkaiwpa CUPUETOXAG

1.1.Aioiwpa CUPHETOXNG OTO SLAYWVLOUO EXOUV:

Quolkd A vouka mpoowra kabwg kal Evwoelg / Kowormpadieg twv avwtépw GUOLKWY | VOULKWY TIPOCWITWY, TIOU

umoBaAlouv ko poodopd.

Ol Evwoelg / Kowvompagieg Sev amalteitol vo £X0UV CUYKEKPLUEVN VOULKA Hopdr) Katd tnv urtoBolr the mpoodopdg. 2
nepintwon mou Evwon / Kowomnpatio emiheyel sival Suvatov va unoxpewBei va meptPAnBel ouyKkekpLUEVN VOULKN
popdn, €av Tng avatebel n cuUPAcCN, 0To UETPO TOU N TEPLBOAN QUTAC TNG VOULKAG LopdAC lval avayKaia yla tnv

0pbn ektéleon Tng cUPaONC.

Stnv npoodopd tn¢ Evwong /Kowormpatiag Ba mpémel vo avaypddetal anopoltitws TO TOCOOTO CUUUETOXNG KABE

UEAOUG. Emiong mpéEmel va uTtoBAAAETAL PE TNV TTPoodopA KAl TO LoXUoV CUUGWVNTIKO cUoTOoNG.

1.2. KaBe cUPPETEXWVY PepoVWHEVA ) wG HENOG Evwong/ Kowvompaélag, mpémeL:

1.2.1. Na pnv teAel o mtwyevon Kat os Stadikaoia kApuéng os Twyevon.

1.2.2. Na eivatl popoloyikd eVALEPOG WG TPOG TIG GOPOAOYIKEG UTIOXPEWCELG TOU Kal aoPaALOTIKA EVAUEPOG WG TIPOG

TLG UTIOXPEWOELG TOU TIOU adopouV TIG ELoPOPECG KOWWVIKNG Ao AALONG (KUPLOG KAL ETILKOUPLKAC).

1.2.3. Na punv €xeL KOTaSIKAOTEL AUETAKANTA YLa:

L) CUUETOXN OE €YKANUATIK opydavwon, Katd to apbpo 2 map.l tng Kowncg dpdong tng apBu. 98/773/AEY tou

JupBouliou Tng Eupwnaikng Evwong,

B) Swpodokia, katd To &pBpo 3 TG MPAEng tou TupBouiiou Tng 26™ Maiou 1997 (21) kat oto &pBpo 3 map.1 TNG
Kowng 8paong aptBu. 98/742/KEMMA tou TupBouliou,

y) andtn, koatd tv €vvola tou dapBpou 1 TNG cUPBAOCNG yLO TNV TPOOTACIA TWV OLKOVOULKWY CUUDEPOVIWY TWV

Eupwnaikwv Kowvotntwy,



8) voupomnoinon €c0dwv and mapdvoueg §paoTnploTnTe;, Katd to apbpo 1 tng apdu. 91/308/EOK odnyiag tou
JupBouliou, yla tnv mpoAndn XpNoLUOTOLNoNG TOU XPNUATOMLOTWTIKOU CUCTAHATOC Lo TN VOLLUOTIolnon 008wV amno

TAPAVOUEG SpacTnPLOTNTEG,

€) untie€aipeon (375 N.K),

ot) anadtn (386-388 M.K.),

{) exPBioon (385 M.K.),

n) mactoypadia (216-218 1.K.),

0) Yeubopkia (224 MN.K.),

1) Swpodokia (235-237 M.K.),

La) S0ALa xpeokoria (398 M.K.).

Y€ MePIMTWON TTOU CUUUETEXWY EXEL ETALPLKN Hopdr, OL TILo TMAVw TPOoUTIOBECELG TPETIEL VA CUVTPEXOUV GTO TIPOCWITO
TwV SLOXELPLOTWY OE Tepimtwon opoppudbuwy (OE), etepoppubuwy (EE) kal eTalpslwy meploplopévng eubuvng (EME)
Kol yla tov poebpo, tov SteuBuvovta cUPPBOUAO 1) KoL TOUG TUXOV AAAOUG VOULOUG EKTIPOCWITIOUG TNG, OE MEPLMTWON

QVWVUUNG eTatpeiag (AE)

1.2.4. 3¢ meplmTWON MOV O CUUHETEXWVY EXEL ETALPLKN Hopdn, N ETALPLA TIPETEL ETMAEOV VO ANV TEAEL OE OVAYKOOTLKNA
Sloxeiplon, kown n ebkn ekkabaplon, Swadikaocia €fuyiavong i AAAn avaloyn katdotacn Tou Onuloupyet
audBolieg, wg MPog TN GEPEYYUOTNTA KAL TNV OLKOVOULKN EupwoTia tnG, Kabwg emiong va unv telel oe Stadikacia

KNPULENG TNG o€ pia amo Tig mpoavadePOUEVEG KOTAOTATELG.

1.2.5. Na unv €xet anmokAeloBel and tn cuppeTo)r o€ SnUOCLoOUG SLoywVLoUOUG.

Emonuaivetal otL oe mepintwon umoPoAng kowrg mpoodopds, and Evwon/ Kowompagia, ol mapandvw Adyot
OTTOKAELOMOU LoXUOoUV ylo. KaBévav armd TouC CUUUETEXOVTEG EEXWPLOTA TNV Kol Tpoodopd. Eav cuvtpéxel Adyog
OTTOKAELOMOU £0TW KOL YLO. VOV CUUUETEXOVTA O KON tpoadopd, n umtofAnBeioca kowvr) poodopd amoppintetol we

amopAadeKTn.

H ouvbpoun Twv moapamdvw mnpolmoBécswv amoSeKVUETAL QMO TILOTOMOLNTIKA ToUu ekSidovtal amd appodleg

SIKAOTIKEC 1 SLOLKNTIKEG apxEC. Ta mLoTomolnNTIKd autd Ba urmoBAnBolv otov ASA amo tov untoPrdlo avadoxo otov



omolo Ba katakupwBolv ta amoteAéopata Tou Slaywvicpol olpdwva Pe Ta avadepOUeVa OToV 0po 7 TNG

napolong.

2. Koatdption , untofoAr kat anoodpdyion npoodopwv.

2.1.000L emBupoly va AdBouv PEPOC OTO SLAYWVLOUO TIPETEL va KOTABECOUV HECW TOU VOUIUOU EKTTPOCWITOU TOUG, A
€€0UOLOSOTNUEVOU QVTLITPOCWTTIOU, LOLOXELPWG 1 AIMOCTEANOVTAC TAXUSPOULKA IE CUOTNUEVN EMLOTOAN ) LECW courier
otov AZA, TG MPoodopPEG TOUG, £WG KAl TNV NUEpoUnvia kat wpa umoBoAng twv mpoodopwv. Ol mpoodopég Ba
adopoulv, eni mown anokAeopov, oto cUVoAo Tou £pyou. OLmpocdEpovteg Sev Sikatouvtal oudepia anolnuiwaon yla
SATAVEG OXETIKEG UE TN CUUUETOXN TOUG. Npoadopd ou uTtoBANBNKE PETA TNV KaBopLOUEVN NUEPOUNVia Kal wpa, §gv

Ba Aappavetatl unton kat Ba emotpédetal otov eviladepOUEVO.

2.2 OL mpoodopec Ba mpémel va umoPallovtal, emi mowf amokAEwopoU, otnv EAAnvikn Mwooa, va eival
SaktuAoypadnuéveg kat va un dpépouv mapatuneg SlopBwoaoelg, opnoipata, dtaypadég, mpoobnKeg K.ATL. Oa PEMEL va
elval pe ta (6la oTolEld EKTUTIWTIKNAG UNXOVAC KOL HOVOYEYPOUUEVEG amo Tov Slaywvilopevo.  Av umapyxouv
S10pBwoeLg, MPooOBNKeCG K.ATL. TIPETEL AUTEG VO LovoypadovTal oo ToV CUUUETEXOVTA. H g apuodia emitpomnn Katd
Tov €Aeyxo Ba povoypdel TIC MPoaOnKeg KATT Kol YEVIKA Ba eMBEPRALWOEL OTL AUTEG £YLVaV TIPLV TNV amoodpayilon tng
npoodopds. OL mpoodopég TPEMEL va €XOUV ouvexn apibunon kot umoypadr) Tou VOULUOU EKTPOCWTIOU TOU
OUMUETEXOVTIOC Ot KABe PUAO Toug. Evallaktikég mpoodopeg Oev yivovial OeKTEC Kol amoppimrovial wg

AMaPASEKTEG.

2.3 OL mpoodopég mpenel va ultoPAnBoulv péoca oe eviaio odpaylopévo pakelo, o omolog Mpénel anapaitnTa va
dépet tnv EMQONYMIA kot ta TOIXEIA ENIKOINQNIAS (SiebBuvon, aplBuog tnAedwvou, dpag, nAektpovikr Slevbuvaon)

TOU CUMUETEXOVTOG KAl VA YPAdEL EUKPLVWG KL TLG TapakAtw voei€eLc:



EMNQNYMIA / STOIXEIA EMIKOINQNIAZ s5YMMETEXONTOZ

OAKEAOZ NPOZ(MOPAZ INA TON MPOXEIPO AIATQNIZMO:

«MNpounBela kat Eykatdotaon Aoylopikol mpootaciag antivirus yla 12 servers kot 170 otaBuoug

epyaoiag tou mAnpodoplakol cuoThuatog Tou AZA yla SUo £Tn.»

ANAOETOYZA APXH: AIKHIOPIKOZ ZYAAOIOz AGHNQN
HMEPOMHNIA AIENEPTEIAZ AIATQNIZMOY: 29/3/2016.

«Na pnv avoiydsi ano tnv tayvdpouLkn unnpeoia f tn ypouuatTeio»

O ENIAIOZ OAKEAOZ KAOE NMPOZ®MOPAZ OA NPENEI NA NEPINAMBANEI:

AVO (2) Eexwplotouc odpayLlopévoug emipépoug pakeAoug («YmodakEAougy), NToL:

2.3.1 Odkelog «AIKAIOAOTHTIKA-TEXNIKH NPOZ(MOPA»: otov omoio Oa meplapfdavovial ta TUTIKA Kal Aoumd
SwkatoloynTikd Tou UTIOPAANEL UTIOXPEWTLKA KOl €Ml TOWN OMOKAELOHOU O TpoodEpwv KABWG KAl N TEXVIKA

npoodopad tou.

Ta SikatoAoynTKa auta ivort:

o) Ta vopLpomonTika éyypada KAbe CUPUETEXOVTOC, OTIWG EMUKUPWUEVO avtiypado Tou L.oxUoVTOG KATAOTATIKOU Kol
ta DEK ota omoia €xouv dnupooteubel To KataoTATIKO (Spucong KaL oL tpomomolioel tou (ywa AE kou EME),
ETUKUPpWHEVA  avtiypada TOU KOTAOTOTIKOU Kal Twv Tpomomolloswv tou (yia OE kot EE), otoweia kal éyypada
(mpwtoétuTa 1 emkupwpéva aviiypada) amd Ta omola MPEMEL va mpokUTtouv o [poebpog kal o AlcuBuvwv
JUMBoulog AE, ta umdhouta mpdéowra Tou €xouv Sikaiwpa va Seopelouv pe TNV umoypadr) TOUG TO VOULKO
MPOOWTTO Kal Ta €yypada TNG VOULUOTIONGNG OUTWY, OV AUTO eV TPOKUTTEL EUBEWC QIO TO KATAOTATIKO avVOAOYWG
LE TN VOLKN Hopdn TWV ETALPELWY 1) KABe GAAOU VOULKOU TIPOGWITOU.

B) YrevBuvn 8iAwon tou N. 1599/1986 (DEK 75A) Tou cupUETEXOVTOG OTNnV omoia Ba SnAwvetat OtL:

»  Amodéxetat avemidUAaKTa Toug Opoug TG Iapov oot TPOoKAPUENG.

» H mpoodopd ocuvtdxOnke cludwvo Pe TOUG OPOUC TNG Tapoloas TPoKNPUENG, Twv omoiwv €Aafe mMARpN Kat
avenpUAaKTn yvwon.

» HumnoBaA\ouevn mpoodopd KAAUTITEL TO GUVOAO TOoU SlaywvLoUoU.

» Ta otolxeia mou avadépovtal otnv mpoodopd sivatl aAndn Kot akpLpn.



»  Mapatteital and kabe Sikalwpa amolNUiwong ToU OXETIKO e omoladnmote amodacn tou AZA yla avapoln n
oKkUpwaon tou Slaywviopou.

> Ie meplmtwon katakupwong Ba mpookouiosel otov AIA Ta TLOTOMOLNTIKA TOU avadEpovial otov 0po 7 TNng
napolooc.

y) YrevOuvn 8Awon tou N. 1599/1986 (DEK 75A), TOU GUUMETEXOVTOG, OXETIKA E T avadEPOLEVA OTOUG OPOUG

1.2.1, 1.2.2, 1.2.3. 1.2.4 ko 1.2.5. ¢ mapovoac. MNa tn cuvdpoun twv mpolmoBécswv tou Opou 1.2.3. Ba

umoBaAMAeTal n we dvw umteBuvn SAwaon, amo KABe TPOCWTIO oV avadEPETAL GTOV OPO AUTO.

8) Eyypado eknpoocwnnong ¢’ 0G0V 0 GUUUETEXWVY CUUETEXEL OTO SLOYWVLIOUO E EKTPOCWTTO TOU.

2.3.2. 3e mepintwon unoBoAng kowng mpoodopdg and Evwon/Kowomnpatia, OAa ta avwiépw SIKAOAOYNTIKA TIPETEL
va umofdaAlovtal ylo kdBe péAog. Emiong mpémel va umoPAnBel kot to loxUov cuudwvNTIKO cUOTAONG TNG
‘Evwong/Kowormpagiag.

2.3.3. 2tov w¢ avw $AakeAo Twv SikatoloynTikwy Ba PETEL va UTIAPXEL Kot i TEXVIKA poodopd, n omola TPEMEL va
TIEPLEXEL €L TIOLVH ATOKAELOPOU Tov Mivaka tou Mapaptipatog B tng mapovcag. O mpoodepwv Ba SnAwvel tnv
CUMUOPPWON TOu O OXECN WE TIC AVTIOTOLXEG TEXVLKEG tpodlaypadEg Tng daknpuéng. H texvikn npoodopd dev Oa
avadEpel TIUEG el molvh amokAelopoU. H Texviki mpoodopd Ba elval umoyeypappévn ano tov urodridlo avasdoxo.

3.0akehoc «OIKONOMIKH MPOZMOPA»: o omolog Ba mepLéxel ML MOV AmOKAELGUOU TOV Ttivaka Tou MapapTiaTog
I tn¢ mapolcoC, CUUTIANPWUEVO LE EUKPLVELD:

»  Tnvuun povadag ava otabuo epyaoctiac- server /kabapn agia, xwpic OMNA.
»  Tnv ouvoAkn TN (moodtnta X T povadag) xwpig OMNA

> O ONA 23%

»  Tnvtehwn afla pe ONA.

2TNV OLKOVOWLKH TOU TPOCPOPA 0 CUMMETEXWV Ba TIPETEL va avadEPEL ToV XpOVo TG LoXUOG TNG TPpoodopdg Tou, Tou
Ba elvat olpdwvog pe doa avadépovial otnv mapovca Slaknpuén. Ze meplmtwon mou n Mpoodopd Tou
OCULLLETEXOVTOC EXEL XPOVIKA SLAPKELD PLKPOTEPN TNG {NTolUEVNG amd TNV Stakfipuén, n mpoodopd amoppinTeTtol wg
amapddektn. Ol TIHEC Twv tpoodopwv Sev uTtOKevTal og PeTaBolf Katd tn Sldpkela Loxvog the cuBacnc. OAeg ot
TIEG Ba eival ekdpoaopéveg oe eupw Kal Ba avaypadovral aplBuntikd. Npoodopég oTIC omoieg Sev POKUTTEL UE
cadnvela n mPoodePOUEVN TLUHA, AMOPPLMTOVTAL. INUELWVETOL OTL OTLC TIHEG Xwpic OMA Ba meplhappavovtatl OAsg ot
TUXOV UTIEP TPLTWV KPATAOELG, Kat KaBe aAAn emPBapuvon. O avaloyouv Dopog MpootiBépevng Aflag (DMNA) Baplvel
Tov AZA. Emiong mpoodopEg tou BETouV Opo AVaATIPOCAPOYNG AMOPPLTTTOVTAL WG ANMAPASEKTEG.

4.H npoodopd MpéEMeL va elval umoyeypappévn o KABe dUANO TG KAl O MEPLMTWON UTOBOANG KOG Ppoodopdg
arno Evwon/Kowomnpagia anod oAa ta péAn tng Evwonc/Kowomnpagiag.

5. loxug npoadopwv

OL mpoodopEc LoxLoUV Kal SECEVOUV TOUC CUMUETEXOVTEG yLa evevnvta (90) nUEPOAOYLAKESG NUEPEC ATIO TNV EMOUEVN TNG
Slevépyelag tou Slaywviopou. MNpoodopd mou opilel pikpdtepo xpdvo Loxlog | Sev opilel kaBdAou xpovo Loxuog,
amnoppintetal wg anoapadektn. Edv mpokUel Béua mapdtacng TnG Loxvog Twv mpoodopwv o AZA Ba ameuBivel éyypado
E£PWTNHA TIPOG TOUG CUMUETEXOVTEC, TIEVTE (5) NUEPEC TIpLV Ao th ARén oxVog Twv mpoodopwv, avadopLkd Le Thv arnodoxn
TAPATACNG YLO CUYKEKPLUEVO XPOVIKO Slaotnua. Ol CURUETEXOVTEG 0dEINOUV VA ATOVTOOUV OXETIKA PEoa O TPELS (3)
NUEPEC. H avakoivwaon tng KOTaKUpwaong Tou AlaywVviopoU oTov avadoxo Umopel va yivetal Kat HeTd Tn AREn tng Loxvog Tng
npoodopag, Tov SeopeVEL OUWE HOVo epOooV auToc To anodeyBOel.



6. Xpovoc mapadoong

O xpovog mapadoong tng mapovcag pounbetag, dev Ba umepPaivel TG eikoot (20) NUEPeS, amo tnv uroypadn g
oupBaocng.

7.Enidoyr) Avaddyou — katakipwon Staywvicpol

7.1 H emiloyn] Avadoxou Kal n KAtoKUpWon TWV OMOTEAECUATWY Tou Slaywviopol Ba yivel oTOvV GUUUETEXOVTIA TIOU
TPOCEPEPE TNV XAUNAOTEPN CUVOALKN TLUN YLO TO GUVOAO TOU Slaywviopol  He amodaon tou apuodiouv opyavou tou AZA,
LETA amo OXETIKA ELOAYNON TNG EMLTPOTING SLEVEPYELAG TOU SLaywVLIOUOU

7.2 Metd tv afloAdynon twv npoodhopwy, 0 CUUUETEXWY OTOV OTOLo TPOKELTAL va YIVEL N KatakUpwaon odeilel, evtog
npoBeopiag 6£ka (10) nuepwV amod TNV Kowomoinon ¢’ autdv TNG OXETIKAG Eyypadng eldomoinong tou AZA, va umoBdAel
otnv Emttpony Alaywviopol, os odpaylopévo dakelo, ta e€ng gyypada kal SLKAlOAOYNTIKA amo T KATtd Tepinmtwon
OPUOSLEG SIKACTIKEC Kol SLOLKNTIKEG APXEC, Ta ool amoadpayilovral Kal EAEyxovTal amod aQUTHV:

0) ATIOOTIOOLLOL TIOLWVLKOU UNTPWOU €K&00NG TOU TEAEUTALOU TPLUAVOU TIPLV amd TV Kowomoinon tn¢ we avw £yypadng
gldomoinong, amo To Omoio va TMPOKUTTEL, OTL Ta MPOCwWTO TTou opifovtal otov 6po 1.2.3. tn¢ mopouvoag, Sev €xouv
KoTtaSkaoBel pe apeTakANTN amodaon, Yo KAMoLo oo Ta adlkAUaTa mTou avadpEpovTal oTov mpoavadePOUEVO 0pO.

B) MiotomotnTikd apuddlag SIKAOTIKAG A SLOWKNTIKAG apXnG £kdoong tou teleutaiou TPlUAvou, Tipv amd thv
Kowvomoinon Tng w¢ avw £yypadng eldomoinong, amd To omoio va TmPoKUTTeL OTL 6ev TeEAEl OTIC KATOOTACELS TIOU
avadépovtal otoug 6poug 1.2.1,1.2.4 kot 1.2.5. tn¢ mapouvoac.

y) Motomontikd mou ekSiSetal amd apuodla Katd MePLMTWon apyn, omd To onmolo va TMPOKUTITEL OTL KOTA TNV
T(POOKOLON TOU Elval EVAUEPOC WG TPOG TG UTIOXPEWOELG TOU, TIOU adopouV TG EL0DPOPEG KOWWVIKAG aohAALong
(kUpLag Kot ETIKOUPLKNAG) KABWE Kot WG TPOG TLG GOPOAOYLIKEG UTIOXPEWOELG TOU.

7.3 EQv mePAOEL AMPOKTN N TIopanavw mpoBeoplia, xwpic o Avadoxog va amooTelleL Ta amattoUpeva SIKOLOAOyNTKA,
yla thv umoypadn tng clvuPaong, o ASA pmopel va tov knpULEEL €kmTwto Kol va amodacioel tnv avabeon tng
T(POUNBELOC OTOV EMOUEVO KATA OELPA KATATAENG.

7.4 O AZA Sev SeopeleTal yla TNV TeEAKn avabeon tng cUUPBAONG Kal SikalouTal va TV avaBEéoeL 1] OXL, Vo LATALWOEL,
va avaBaiel i va emavoAdBel tn oxetikn Swadilkaoia, xwpig oubeplo umoxpéwon yia KataBoArn auolBng n
anolnuiwong €€ autou Tou AOYOU OTOUG CUMUETEXOVTEG,.

8. Katdption kat unoypadn tng FupBaonc — Eyyuntikn EntotoAn KaAng EktéAeonc.

8.1 Metafu tou AZA Kal Tou Avadoxou oTov omoio KatakupwOnke n mpounOsla unoypddetal cUUBach, cUUPwva Pe
TOUG OpoUC¢ NG mapoloag. Tuxov urmofoAn oxediwv cUUBACNG AMO TOUG CUUMETEXOVTEG Mall Ue TIC TPoadOpEG TOUC
Sev dnuloupyel kapia S£opeuon yla tov AZA.

H obuBaon kataptiletal otnv eAAnViKn YAwooa pe BAcn Toug 6poug mou meplhappavovtal otnv Slaknpuén Kat thv
npoodopd tou Avadoxou OmwGg £yLVe amOSEKTN KOTA TNV KATAKUPWON.



To kelpevo ¢ oUMPAONG KOTIOXUEL KABs GAAOU Kelévou oTO omolo otnpiletal, €KTO¢ KAtadnAwv oboApdtwy N
napadpouwv. Mo B€pata mou dev pubuifovral pntd and t cUUPBACH KaL TO TTOPAPTAATO QUTHG ) O TIEPIMTWON oV
avakUouv avtikpoudpevol/ avtidpatikol 6pol authg, ylo tThv epunveio tng AapPdvovtat umoyn katd ospd n
napoloa Alaknpuén, n anddaon katakUpwaong kot n npoodopd Tou Avadoyou.

8.2 0 Avadoxog otov omoilo KatakupwOnke n TpounBela, umoxpeolTal, VA KOTABECEL €YYUNTIKY ETULOTOAN KAAAG
ekTéAeong, (syyunon yla tnv tTenon tTwv 6pwv tng cupBoong) Kotd TNV umoypoadr TNG OXETKNG cUUBAONG, yla Thv
™pnon Twv épwv tn¢ olPPBacne. 2e SladopeTikn MEPIMTWAN, KNPUOOETAL EKITTWTOG, Kol 0 AZA pmopet va anodaociost
™V avaBeon TnG MPOUNROELaG OTOV EMOUEVO KATA OELPA KATATALNG.

H Eyyuntikn EmiotoAr] Ba mpémet va €xel k60Ol amo avayvwpLoPEVO TIOTWTIKG (Spupa 1 AANO VOULKO TPOCWITo, TToU
Aettoupyoulv voulpa ota Kpdtn UEAn tng E.E. kat €xouv cludwva pe T vopoBeoia Twv KPATWV HEAWV QUTO TO
Swalwpa, mooou ioou pe To 5% TG 0LKOVOULKNG TPpoodopdg Tou cupunepthappavouévou tou avaloyouvrog @.M.A.

H eyyuntikn €MLOTOAN TPEMEL va €xeL SLAPKELA LOXVOG Eval (1) pRva LETA TNV nUepopnvia TNG TEAKAG mapddoong Twv
eldwv. Eav n eyyunTtikn emtotolr ek6oBel amo pun eAAnvikn Tpamnela, TOTE UMOPEL va ElvVOL CUVTETAYUEVN OE ia oo TIG
enionueg yAwooeg tn¢ Eupwrmaikng Kowotntag, ald Ba cuvodeletal amapaitnta amd emionun emKUPWUEVN
petadpaocn otnv eAAnVIKN yYAwaooa, n onola unteploxVeL TnG EevoyAwaong Slatumwong.

Ye nepimtwon Evwong /Kowormpagiag Ba mpémel va onpeLWVETOL TNV £yyUNon KAANG EKTEAEGNG OTL aUTH KAAUTITEL OAa
Ta PEAN NG Evwong /kowompadiag, aAANAeyyUwWG. H eyyunTikh emiotoAn KaAng ektéAeong entotpédetal otov Avadoyo
LETA TNV 0opLoTikn Ttapalafr Tou €pyou, cUpdwva Ue Ta opll{opeva otn cuuBaon.

9._Napalafn

H mapaAafr tou mpoypdpupatog Ba yivetal amo tnv enttpornr) nopahofng tou AZA.

10. Tpomog mAnpwung tou Avadoyou

H mAnpwpn twv TtipoAoyiwv tou avadoyou Ba ylvetal eviog UNvOCg, META amd KABe MANpPN TMOLOTIKN KAl TTOCOTLKK
napaAafr Tng mpounBelag Kal TV £€KS00N TOU avtioTol(ou yla To oo TIpoAoyiou. O Avadoxog MPOKELUEVOU va
ELOTIPAEEL TNV AUOLBr) TOU UTIOXPEOUTAL OTNV TIPOOKOWLON TWV VOULUWY TIOPOOTATIKWY Kal SIKALOAOYNTIKWY TIOU
nipoBAEmovtat amd Tig LoxUouoes dlatdlelg kKabweg kal kKabe aAlou Sikatohoyntikol Tou Tuxov rBele {ntnbel amd tig
opUOSLEG UTINPEDLEG TTOU SLEVEPYOUV TOV £AEYXO KaL TNV TANPWHUH.

11. Tpomog AnWng eyypadwv Staywviopou- NAnpodopisg

OL evSladepopevol prmopolv va mapalapfavouv tn Alaknpuén amd ta ypadeio tou AZA (066G Akadnptiag ap. 60, TK
10679, ABrva), HeTd amo Thv UTIOPBOAN OXETIKAG aitnong otnv omola Ba avaypddovtal Ta oTolkeia emkolvwviag Toug
(emwvupia, dtevBuvon, TnAédpwvo, dag, e-mail).
OL mapalnmreg TG Slaknpuéng umoxpeouvtal va eAéyéouv Gueca To avtitumo mou mopoaAapBdvouv kot ebpocov

Slamotwoouv omotadnmote mapdAewdn va to yvwploouv eyypddwe otov AZA Tpokelpévou va AdPBouv véo TANPEG
avtiypado. OL evlladepopevol pmopouv va {ntroouv pe mail mpog to TuRua MpounBewwv (promithies@dsa.gr)

CUUMANPWHOTIKEG TIANPOGOPILEC 1 SLEUKPLVIOELS OXETIKA HE TOUG Opoug NG daknpuéng. Kavévag umoyndlog dev

10



umopel oe omoladnmote nepintwon va enkaAecOel mpodopLkEg amavtroeLlg ek LEPouC omoloudnmote untaAAnAou Tou

AJA GXETIKA PE TOUC OPOUG TOU AlayWwVLIOHOU.
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NAPAPTHMA B

n

POAIATPADEZ NAATOOPMAZ AOTIZMIKOY ANTIVIRUS A TA TAHPO®DOPIAKA ZYZTHMATA TOY AzZA

O AZA otnv npoonafeld tov va Stacdaliost Tnv péylotn duvaty npootacia Tou MANPo¢dopLAKOU TOU CUCTHLATOC,
anoteAoVpeVO and 12 Servers kat 170 ota®poug epyaociog {ntel Tnv npoun0sita AoyLopikol wg akoAolOwG:

1.
2.
3.

4,

Eykatdotoon evog véou virtual server ae GuUGLKO unxavnpa tou AZA,

MpounBeLa Kol EYKOTAOTOON KEVIPLKNAG KOVOOAOC antivirus oto véo virtual server (antivirus server)
Aneykatdotaon Tou maAalol Tpoilovtog antivirus Kol eyKOTACTOON TOU VEOU OTOUC oTaBuoug gpyaciag Kat
OTOUG servers

Noylopiko antivirus pe TG €§n¢g NMpodiaypadec:

(Central Management)

A/A

Mpodilaypadn

Anaitnon

Anavtnon MNpounBeuth

Mapamounn

Ynodoun Kevtpikig Ataxeipiong

Kevtplkn Slaxeiplon Baon
OPXLTEKTOVIKAG TPLWV SeopwV ( 3-
tier) (Kovoola, EEumnpetntAg,
Agent) Omou n EMKOWWVIO
peTaty Twv Oeopwv PBaociletal
oTo HTTP mpwtokoAAo.

NAI

Kevtpikn Sltaxeiplon Baon
TIOALTLKWV

NAI

Auvatotnta yla 0pLopO
S10pOpETIKWV XPNOTWV yla TtV
KOVoOAa Keviplkng Slaxeiplong
LE TANpPN Skawwpata
Stayxeiplong ) read-only.

NAI

Avvatotnta emBoAng Twv
TOATIKWY  Kal ‘KAelbwpd’ toug
WOTE ol TeAkol XPAOTEG va pnv
UopoUuV va toug aAAdgouv.

NAI

Mapouaiaon Twv
TPOCTOTEVUEVWY  HNXOVNUATWY
otnv umodoun KEVTPLKNG
Slaxeiplong os popdn Sévdpou
LE KANPOVOULA TIOALTIKWV

NAI

Avvatétnta xpriong TOAAQMAWV
KOVOOAWV Kl TIOAAQIA WV
Slaxelplotwv

NAI

Mpootacia Twv apxelwv
TMOMTIKWY amo  aMolwon pe

Ynorakr urmoypadr

NAI

MoAhamA£g kat failover mnyég ya

NV avtAnon unoypoadwv lwv

- uHéow LAN amo6 TOV
gfunnpetn KEVIPLKAG
Slaxelplong

- HéOWw proxy ywa TNV
evnuépwon Siktbwv LAN
mou Bplokovtal Tiow amd
VPOUMEG  HE  XOUNAR
ToxutnTa N mou &gv €xouv
npooBaon oto Internet

NAI




pEow pNXaviopou
potlpacpoul unoypadwv
METaED  TPOOTATEUUEVWV
UnxovnUAatTwyv

MnNXaviopuog  evnuEPwWang
pe otolyela véwv lwv mou
dpovtilet va  yivovrtal
download Hovo ol
Sladopég petaly ta nén
UTIApXoVTa CoTolXEla Kal Ta
véa SlaBgoua (incremental
— differential  updating
mechanism)

Failover pnxaviopog yua
download ameuBeiag amod
To Internet ywa laptops mou
Sev elval ocuvdedepéva oto
LAN

Autopatog €Aeyxog yla TNV
Umapén VEWV EVNUEPWOEWV
Kol ™mv autopaTn
ebappoyn Toug xwpic tnv
enMéuPacn tou Xpron Kat
Xwpig tnv anaitnon
Sikalwpdtwy  Slaxelploth
(administrative rights)

OL EVNUEPWOELG va
TipootateVovVTOL TE3
Unolakn umoypacdr. H
uroypadn outh va

ermpepalwvetal  amd 1O
pnxavnuo mou  katefalel
™V evnuépwon Yy TNV
npootaocia and aAdoiwon n
arnoboxn evnuEPWoONG amo
pn-eéouclodotnuévn mnyn
Auvvatotnta  eldomoinong
ToU Slaxelplotn o€
neplmtwon mou n  Paon
6ebopévwy otolxeiwv lwv
o’'éva TIPOOTOTEVUUEVO
pnxavnua yivetal moAald.

Avvatotnta ywa tnv efamiwon
(twv edpapupoywv Tmpootaciag)

ota

HnxavipaTo TPOG

npootacia pe toug akoAouBoug
TPOTOUG:

AUEOn E€YKATAOTOON HECW
™me KOVOOAQG (push
gykatdaotaon)

Yrootnplén yla

gvowpdtweon oe  Active
Directory «katL efamilwon
péow active directory group
policies kat MSI packages
E€amAwon HEoW
npooObnkng evtoAwv o€

NAI
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login scripts
- Eykatdaotacn omd ypaupn
evtoAwv (command line)
KaBe TAPOTIAVW TPOMOG
€EAMAwOoNG TPETEL VO KOTOANYEL
0€ gyKATAOTACN pUBULOUEVN Kal
EVEPYOTIOLNUEVN yla ™mv
OCUUUETOXA OTNV OUYKEKPLUEVN
umodoun Kevtplkng Slaxeiplong
TOU opyaviLopoU.

Hotfix gfamAlwon kat e€amlwon
VEWV ek8OOEWV TOU AOYLOULKOU
- E€amlwon Pacel moALTIKwy,
XPNOLLOTIOLWVTOG ™mv
umapyxouaoa urnodoun
KEVTPLKNG SLaxeiplong

NAI

10

AlaBeon moAamhwv  peBOdwv
yla eldomnoinon
oupnepA\appavopevo  pop-ups
OTOV TEAKO XpnoTh, MnvUupata
otnv  KovoOAa, event viewer
logging, eldomolnoslg péow email
HUNVUPATWV

NAI

11

Auvatotnta gvepyomnoinaong
Eexwplotwy pueBodwv
elbomoloswv (alert methods)
yla Stadopa enineda
ouvayepuwyv (yta mapadsiypa
Evnuépwon, nposldonoinon,
kplolog cuvayepog KAm)

NAI

12

Auvatotnta QTTOOTOANG
UNVUPATWYV  €L8OTOLNCEWY  OE
Sladopetikég SleuBlvoelg email
avd Tmpoiov (mx SladopeTikn
SlevBuvon yla NV aTa OXETIKA
He TO Tpolov yla workstations
Kat  &AAn  &ievbuvon  yla
UNVOUOTO OXETIKA HE TO TPOLOV
yla servers)

NAI

14

Mpootacia amd amodoptwon
TOU TpoldvTog amd TtV UVAUN,
Ao tov TeEAKO Xprotn

NAI

15

Mpootacia ano ™mv
anevepyoroinon  t¢  AnYng
EVNUEPWOEWV OTOLXELWV VEWV
lwv oo tov TeAKO XpHotn

NAI

16

Auvatotnta napouciaong
KEVTPLKNG avadopdg Twv
€160MOLNCEWV KAl TWV OTOLXEIWV
g KATAOTOONG Twv
TIPOOTATEUUEVWY  UNXAVNUATWY,
ouunepAappavopeva TG
€YKATEOTNUEVEG €KOOOEL  Kall
hotfixes, Twv EvotnTwv
MPOOTHOiG,  KOTAOTOON  TWV

NAI

14




EVNUEPWOEWY WE OTOlXEld VEWV
lwv Kol YeVIKEC TAnpodopieg
OXETIKA WE TO TPOCTATEUWEVO
HNXAvnpaL.

17

Avvatotnta EMLOKOMNONG
avadopwv Kal mapakoAolBnaong
elSomooEWV amo TPOYPAUUA
mAonynong (web browser)

NAI

18

Exkkivnong odpwong ouoTnUatog
OTO TMOPUOKNVIO OF ETUAEYUEVA
unxaviuota n ouada
unxavnuatwy. Ta anoteAéouata
va  avaépovtal miow  OTNn
KovooAa.

NAI

19

Toco 0 €UMNPETNTNC KEVIPLKAG
Slayxeiplong, 660 n KovooAa va
unootnpilouv Windows Kkat Linux
AELTOUPYIKA cUCTAUATO.

NAI

H Suaxeiplon windows kat linux
clients va Slaxelplletal KEVIPIKA
anmo eviaio oUOTNUA KEVTIPLKAG
Stayxeiplong (to i6lo yia windows
kalt linux clients)

NAI

Avvatétnta  slcoywyng  SOUNG
kataAdyou amo Active directory

NAI

Auvvatotnta  mpowbnong  twv
alerts oe syslog server.

NAI

Avvatotnta  dnuoupylog Kot
QNMOCTOAAG reports péow email
pe Baon scheduler.

NAI

(Workstation protection)

Npootaocia Itabuwv epyaciag
(workstation protection)

A/A

Mpodlaypadn

Anaitnon

Anavtnon NpounBeutn

Maparmopunn

Japwon o€ TPAYUOTIKO XPOVo
(tnv oTlyun Tou
MpooneAAOOETAL £val APXELO)
yla omolodnmote apxeio TtoO
ormolo avolyetay,
petafaiAetal,  avtypadetal
KATL. (Real Time scanning)

NAI

Mpootacia and lolg, Spyware,
AoUplol Yrmol, KATU

NAI

To AOYLOMIKO va XpnoLUomoLEel
TaUTOXPOVA TIOANITAEC
LNXOWVEG avixveuong yla
QTMOTEAECUATIKOTEPN
QVIXVEUGN KOKOAOYLOULKOU

NAI

Mpootacia amdé  dyvwoto
KOKOAOYLOMIKO  Kal  QTELNEG
twrnou zero hour péow
HUNXaviopou UE sudun
texvoloyia yla tnv g€€tacn tng

NAI

15




ouumnepldbopag AyvWwoTou
AoylopikoU evtomilovtag £tol
KQKOELSHG 1] UTIOTITO AOYLOULKO.

BeAtiwon ™m¢  Tayxvtntog
QVTOTTOKPLONG ot véo
KOKOAOYLOULKO
ekpeTaA\euopevo to Internet
yla TOo poilpacpa gupnuATwv
HEeTaEY T 6la T
TPOCTATEV UEVAL cuoThuaTa
Tmaykoopiwe. (cloud based real
time protection network)

NAI

Avvatétnta odpwong  Umo
€VTOAI TOOO UE EVTOAN Qo ToV
TeAKO XpnoTn, 000 UE EVIOAN
KEVTPLKA amo tov SLoyelploth
(u€éow TG KovodAag)

NAI

Auvatotnta ylo odpwon o€
T(POYPAUUOTIOMEVN oTLyun
TOOO UE EVIOAN MO TOV TEALKO
Xpnotn, 000 PE  E€VIOAN
KEVIPLKA amd Tov SLaxeLpLoth
(Héow NG KOVoOAag)

NAI

Avvatotnta efaipeong
OCUYKEKPLUEVWV ELOWV OpXELWV
and 1o real time scanning kat
TNV 0dpwaon UTO eVTOAN, TGO
HE pUOULON TOTUKA, OCO WE
puBuLon otnv KOvoOAa
KEVTPLKAG SLaxeiplonc.

NAI

Avvatotnta efaipeong
GUYKEKPLUEVWV SLabpopwy
(paths) kat apyxeiwv amno to real
time scanning kat thv cdpwaon
UTIO €VTOAN, TOCO Ue puBuLon
TOTLKA, 000 He puBULOn otnv
KOVOOAQ KEVTPLKNG
Slaxeiplong.

NAI

10

AvvatoétnTa va ETILTPATEL oToV
TEAKO Xpnotn va amodacilel
Vv avtidpaon oe MEPLOTATIKA
poAUvoswv, f va UTApxEL
autopatn  avtiépaon  mou
emPBaNAeTaL ano oV
Slaxelplotn

NAI

11

AlaBEoLpeg OLEKTIEPALWOELG
HOAUCUEVWV OVTLKELEVWV:
AmouoAuvon, petovouaoia,
Slaypadr, Hoévo avadopd,
B£on og kapavtiva

NAI

12

Mpootacia  tou windows
“hosts” file ano tnv mpocBnkn
N aAayn twv DNS eyypadwv
O€ QUTO.

NAI

13

Mpootacia ano tracking
cookies

NAI
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14

Auvvatotnta  odpwong  yua
rootkits

NAI

15

Japwon yla Spyware kat Béon
TOu o€ Kapavtiva

NAI

16

Avvatotnta efaipeong
QVTLKELPEVWY amtd TNV 0Apwaon
yla Spyware (whitelisting)

NAI

17

O Suxewplotng va  €xel
npocBacn OTIC  KOPAVTIVeg,
HEOW TNG UTTOSOUNG KEVTPLKAG
Slaxeiplong, TOTKA  oTa
TMPOCTATEVUEVO  UNXavAoTa
yia va PBAémeL  kal  va
Slaxelpiletal TA QVIIKELpEva
HLECQ OTLG KOPAVTLVEG.

NAI

18

Jdpwon tou email otov 160
Tov oTaBuod epyaciog

NAI

19

Auvatotnta odpwaong
CUUTILECUEVWY OPXELWY OTIWG
zip, arj KA, KoL OTOvV QUTA
anoteAoUV EMLOUVATITOUEVA OF
email

NAI

20

Yapwon tng web (http) kivnong
yla KAKOAOYLOWULKO ot eminmedo
otabuou epyaoiag

NAI

21

Auvatotnta eaipeong
OUYKEKPLUEVWY URLs amod tnv
odpwon NG kKivnong web
(whitelisting)

NAI

22

Evowpatwpévo firewall  kat
Intrusion Prevention System
(IPS) kevtpika Staxelpl{opeva
- To Firewall va
edapudlel mv
puéBobo “stateful” yia
ToV £AeyX0 GUVEECEWV
- Me Kavotnta
avixveuong ULKPWV
fragments pe okomo
TO UITAOKAPLOHA TWV
“fragmentation
attacks”

NAI

23

O SLoxelplotig va pmopel va
Snuoupynoet KoL va
Slaxelpiletal oA\ amA&
firewall mpodiA, kal va pmopetl
va  Ta uroBdaAlel  ota
TIPOCTATEVEVA INXOVALLOTA.

NAI

24

Avvatotnta  vo  emiBarAsTal
network quarantine (amotpormnn
omolaabnmote mpocBacng oto
S8lktuo) o0 TpooTATEUNEVO
pUnxavnua omou £XEL
anevepyornolnBel to real time
scanning A/kat  omou  Ta
otolxeia unoypadwv lwv gival

NAI
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maAad.

25

Auvvatotnta va  emurpanel
OTOUG TeEALKOUG XPHOTEG Vva
npocBétouv  Sikolg TOUG
kavoveg yla to firewall, kot
Suvatotnta  va  adapebel
telelwg amd TOuG TEALKOUG
XPHOTEG n Sduvartotnta
Snuoupylag kavovwyv ylo To
firewall

NAI

26

To firewall va SlaBétel £Tolueg,
TIPOPUOULOUEVEG
TUTIOTTOLNUEVEG UTINpPEoieg

(omwg my telnet, ftp, http) aAla
va  ETUTPEMEL  €miong  tnv
Snuovpyla VEwv umtnpecLwyv

NAI

27

O O&laxelplotng va €xeL v
Suvatdétnta  va  Snuloupyel
puBUon Tou emIBANAEL TNV
autopatn aAlayn tou firewall
npodiA I3Ve]S otabuou
gpyaoiag, avaloya HE TO
Siktuo oto omolo ocuvdéetal
ava MAca OTLYUA TO HNXAvnua
QUTO, KOl O TIEPLMTWGN TOU TO
pUNxavnua Sev eivat
ouvdebdepévo oTo
Stayelpllopevo Tomikd Siktuo
(mx. Autopatn edappoyn TLO
auUOoTNPNG TOALTIKNAG Otav €va
laptop ouvbéetal oe Siktuo
€KTOC TNG €ralpiag — T.X. O€
gevoboyeio, KATL.)

NAI

28

Na Slabétel evotnra EAéyxou
Edappoywv mou kabopilel oe
nole¢ edappoyég Ba S0Bel n
Suvatotnta  olvéeong oto
Siktuo (eite wg client site wg
server)

NAI

29

H O&waxeiplon tg evotnrag
EAéyxou Edapuoywv va pmopel
va ylvel amd tov TEAKO xpriotn
TOTILKA, KOl KEVIPLKA QAo TOV
Slaxelplotn

NAI

30

H gvoTnTa EA€yxou
Edappoywv  va  avadEpel
KEVIPIKA TIC £POPUOYEG OTIG
omole¢ avtédpaoce Kkal va
pumopel o  Sloxelplotig  va
SNULOUPYNOEL  GUYKEKPLUEVES
KOVOVEG ylo Vo eTUTPAnEL 1 va
apvnOel n ekTéEAeon AUTWY TWV
epapuoywv.

NAI

31

Noa Slabtel evotnta yla tnv
npootacia TV wpa  ING
mhonynong Ttou  Sladiktuou

NAI
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mou mposldomnolel Tov xprotn
NV wpa ToU emixelpel va
npooneldooel éva URL mou
dnuiletal wg Kakoeldng i mou
eunodilel tnv mpocPaocn oto
URL auto. O Slaxelplotng va
uropel  va  puBuilet v
EVOTNTA QUTH QmO KEVIPLKO
onueio wote va Asttoupyel
Hovo pe mpoeldomnoinon A va
eunodilel tnv mpooPfacn o
kakoeldn URLs.

32

Avvatotnta efaipeong
ouykekpuévwy URLs amd tov
é\eyyo amo TNV evoTnTa
npootaoiag mAonynong
(whitelisting)

NAI

Auvatotnta opLopoul
QMayopEVUEVWY OeAbwY yla
npoécPfacn amd TNV EevotnTa
npootacia mAonynong
(blacklisting).

NAI

33

H evotnTa npoaotooiag
mAoNyNonNg va EVOWHATWVEL
ewkovidla dnung oe dnUodpAEg
punxavég  avalntnong  oto
Internet 6nwg Google, Yahoo
KATL.

NAI

34

Ta elkovidla mou Seiyxvouv tnv
$nun evog URL va Asttoupyolv
€Mmiong ot SnuodiAng
LoToToToUG yla email omwg
GMail, Yahoo mail, Hotmail kATt

NAI

35

Mpootacia amd dialers, pe
KEVTPIK  Slaxeiplon,  Tou
eUTpénel o modems va
KOAOUV HOVO OUYKEKPLUEVOUG
aplBuolg tnAsdwvou.

NAI

36

Mpootacia TNG edopuoyng
mAonynong va TpooTatelEL
and embéoelg otov (6o tov
mAonynth.

NAI

37

Na umootnpilovtat otabpol
epyaciag tO6co pe windows,
000 e linux Aettoupylko
cuotnua

NAI

38

No SlaBgtel evotnTta yla tov
TIEPLOPLOPO KAl Tov EAeyyxo
nieplpepELOKWV CUOKEUWV
otov otabuod epyaciag (device
control)

NAI

39

H Asttoupyia device control va
Stayxetpiletal ano tnv unodopn
KEVIPLKAG Olaxeiplong Kal va
propolv va  énuoupynbouv
TIOALTIKEG.

NAI
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40

Na Umopouv va
SnuovpynBouv TOALTLKEG
device control pe Bdaon tnv
Katnyopia cuokeuvwv. My USB
sticks & e&wtepikol Siokot, CD
& DVD ROM/RECORDER,
Floppy, Modem:s, WiFi,
Printers, COM & LPT Ports,
Bluetooth kAm

NAI

41

OL TTOALTIKEG OXETIKA pe device
control va umopouUv va £xouv
efalpéoelc ylwa kabs otabuo
epyaoiag

NAI

42

No  upmopolv  va  yivouv
€€ALPECELC OTNV TIOALTIKA HE
Baon ta ID Twv CUOKEUWV

NAI

43

Yriootrptén ywa Microsoft NAP
(Network Access Protection)

NAI

CLIENT SECURITY PREMIUM

Noa umapxet Suvatotnta ylo
€heyxo twv software updates
(patches) mou Asimouv ano tov
otaBbud epyaociag.

NAI

Na umdpxet n Suvatotnta
gyKaTAOTOONG TWV patches
Tou Aelmouv amoé tnv KovooAa
KEVTPLKAG SLaxeiplonc.

NAI

Noa umdpxel n Suvatotnta va
yivetat autopatn Kol
XElPOKivNTn Odpwaon ylo To
patch mou Aesimouv péow NG
KEVTPLKAG Slaxeiplong.

NAI

Ta patches va kaAumrtouv ta
Aettoupylkd twv  Windows,
ebapuoyéc g Microsoft,
oM@ kot edapuoyEC Tpltwv
(browsers, kAm).

NAI

Na umtdpyet n duvatotnta anod
v Kevipwk OSlaxeipon va
yivetal 1o patching polika n
LEUOVWHEVA YLOL CUYKEKPLUEVA
endpoints.

NAI

Na umdapyet n Suvatdtnta anod
Keviplkn Slaxeiplon va yivetat
patching podika n
OUYKEKPWWEVWY  patch  mou
Agtmouv.

NAI

Server protection

MNpooctacia
(server protection)

E§unnpetntwyv
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A/A

Mpodilaypadn

Anaitnon

Anavtnon MNpounBeuth

Mapamounn

JApwon O€ TPAYUATIKO XpOVo
(tnv otyun mou mpoomnehdooeTol
éva apyxelo) ylo omolodnmote
apxelo To omolo avolyetal,
petaBaiAetal, avtlypadetal KA.
(Real Time scanning)

NAI

Mpootacia amd lolg, Spyware,
KATL.

NAI

To AOYLOMIKO va XpnolpomoLel
TAUTOXpOVA TIOMATAEG LNXOVES
aviyveuong yla
QTMOTEAECUATIKOTEPN  QVIXVEUON
KOKOAOYLOULKOU

NAI

Avvatotnta capwong uTo
evtoAr] manual scan, 1000 e
pLuBULON ToTKA, 0G0 e pUBULON
otnv Kovooha KEVTPLKNG
Slaxeiplong.

NAI

Auvvatotnta  yla  odpwon o€
T(POYPAUUOTIOMEVN oTLyUn
(scheduled scan), Tt0co pe
pUuBULON TOTKA, 000 Pe pUBULON
otnv KOVoOAa KEVTPLKNG
Slaxeiplong.

NAI

Auvatotnta eaipeong
OUYKEKPLUEVWY EL6WV  apXelwv
and To real time scanning Kat thv
oapwon UTO E&VIOAN, TOCO E
pUuBuLON TOTKA, 000 Pe pUBULoN
otnv KOVoOAa KEVTPLKNG
Slayxeiplong.

NAI

Avvatotnta efaipeonc
GUYKEKPLUEVWV SLabpopwy
(paths) kat apxeiwv amd to real
time scanning Kol TV odpwon
UTIO €VTOAN, TOOO WE pubuion
TOTLKA, 000 He pubulon otnv
KOVoOAa KeVTPLKN G Slaxeiplong.

NAI

Avvatétnta va emntpansl otov
TeAKO xpnotn va anodaoilel thv
avtidpaon o€ TEPLOTATLKA
poAUvoswv, 1 vo  UTIAPXEL
autopatn avtidpaon Tou
eMBANAETAL A0 TOV SLOXELPLOTH

NAI

AlaBEoLpeg OLEKTIEPALWOELC
HOAUCUEVWV OVTLKELEVWV:
AmnopodAuvon, UETOVOUOCiQ,
Slaypadn, puovo avadopd, Béon
o€ Kapavtiva

NAI

10

Japwon ylo Spyware kat Béon
TOu o€ Kapavtiva

NAI

11

(0] SLaxelplotng va £XeL
npoéoPaocn, HECW TNG UTIOSOUNG
KEVIPIKAG  Slaxeilplong,  OTLG
KOPOVTIVEC TOTILKA ota

NAI
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T(POCTOTEUUEVO UNXAVIUOTA YLa
va BAEmeL kol va dlaxelpiletal ta
QVTIKELLEV péoa oTLg
KOPOVTIVEC.

12

Avvatotnta capwong
CUUTILECUEVWV apXELWV OTWG zip,
rar KAT

NAI

13

No urtootnpilovtal eEUMNPETNTEG
1600 pe windows, 600 pe linux
Aettoupylkd clotnua

NAI

Avvatotnta  Slaxeiplong péow
TOTUKNG web Kovoolag emumAéov
NG KeVTPLKN G Slaxeiplong.

NAI

SERVER SECURITY PREMIUM

Noa umapxet Suvatotnta ylo
€é\eyxo twv software updates
(patches) mou Aetmouv amod
TOUG servers.

NAI

Na umdpxet n Suvatotnta
gykatdotaong Twv patches
Tou Asimouv amod tnv Kovoola
KEVTIPLKAG Slaxeiplong aAd kot
arnd to tomiko Ul tou server.

NAI

Na umdpyel n duvatotnta va
yivetal autopatn Kol
XElpoKivntn odpwon yw Ta
patch mou Aesimouv péow NG
KEVTPLKAG SLaxeiplonc.

NAI

Ta patches va kalumtouv ta
Aettoupylka  twv  Windows,
epapuoyéc  t™¢  Microsoft,
aMa kot edpopuoyég Tpitwv
(browsers, kAm).

NAI

Na umapyet n Suvatdtnta anod
Vv Keviplkn Slaxeiplon va
yivetal 1o patching poalika n
LEUOVWHEVA YLO. CUYKEKPLUEVQL
endpoints.

NAI

Na umtdpyet n duvatotnta anod
Keviplkn Slaxeiplon va yivetat
patching padika )]
OUyKekpluévwy  patch  mou
Aeimouv.

NAI

SERVICES

Auvatotnta TaPOXNG
UTINPECLWV EKMALSEVUONG TTAVW
otnv €yKATAOTOON Kall
Sloxelplon tou mpoiovtog e
€\AXLOTN EUNELpia 3 €ETWV, OTNV
EAANVLIKN YAwooOQ.

NAI
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Na elvat SwaBéowun texvikn | NAI
unootnp€n otnv  EAAnvkA
YAwooa and Tov aviumpoowno
EAAGSOC TOU KATAOKEVAOTH, LE
€\AXLOTN EUMELplO 3 ETWV.

To mPOoTeEWOUEVO AOYLOWIKO antivirus Ba mpémel va €xel uPnAn Pabuoloyia ota Test mou mpaypatomololV ol
avefaptntol dopeig Sokaciag anddoong Kat mpootaaciag antivirus a) https://www.av-test.org, kat B) http://www.av-
comparatives.org . JUYKEKPLUEVQ, TIPETIEL val £XEL GUVOALKNA BaBuoloyia amd 16/18 0To TECT AMOTEAECHATIKOTNTOC YLo
Windows 7, mou eival StaBéoipo edw: https://www.av-test.org/en/antivirus/business-windows-client/windows-7/ A4
navw and 95% blocked (out of box) oto «Real world protection test» Askepfpiou 2015 (1) vedtepo), To omolo elvat
StaBéopo €6w: http://chart.av-comparatives.org/chartl.php .
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https://www.av-test.org/
http://www.av-comparatives.org/
http://www.av-comparatives.org/
https://www.av-test.org/en/antivirus/business-windows-client/windows-7/
http://chart.av-comparatives.org/chart1.php

NAPAPTHMA T

OIKONOMIKH NPOZ®OPA

A/A MNepypadn eibouc MNoootnta Twn ZYNOAIKH ONA TeAwkn afla
uova&’xq/ava TIMH’ 3% e DA
otabuo (moodtnTa x
epyaociagc- TN povadag)
server - xwpic ONA
KaBapn afia
1 Eykatdotaon evog véou | 1
virtual server o€
$dUOKO pnxavnua Tou
AZA
2 MpounBela kot | 1
EYKATAOTAON KEVIPLKNG
KovoOAag antivirus oto
véo  virtual  server
(antivirus server)
3 Abelec AoyLopLkoU yLa 12
12 servers
4 Abelec AoyLopLkoU yLa 170
170 otaBpoug
epyaociag.
5 ATEyKOTAOTOON TOU
maAaloV mpolovtog
antivirus ko
£YKOTACTOON TOU VEOU
o€ OAOUC TOUG
otabpuoug epyaciag Kat
TOUG servers
6. 2YNOAA - -
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